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I.	 Introduction
Russia’s full-scale invasion of Ukraine in February 2022 marked the beginning 
of one of the most intense and brutal state-on-state conflicts opposing two 
modern militaries in recent memory. Despite Russia’s qualitative and quantitative 
advantages, Ukraine’s armed forces have so far put up strong resistance, foiling 
Russian plans of a quick victory and turning the conflict into a bloody war of 
attrition. Due to its scale and the nature of its belligerents, the conflict can 
provide us with a glimpse into what the future of warfare might look like and 
help us recentre the burgeoning conversation about the future of warfare in the 
current reality, especially as it relates to the presence and impact of emerging 
technologies. The war therefore offers us a way to understand how digital and 
off-the-shelf technologies such as artificial intelligence (AI) impact conflicts 
of this scale and how relevant they are to current modern warfare. The war 
can also help us see how new actors become involved in warfare, what new 
means of influencing nation states are becoming available, and which new 
tools armed forces can use to affect battlefield outcomes. Importantly, it can 
help us gauge their importance relative to more traditional aspects of warfare. 

The analysis is structured in four main parts. This introduction is followed by a 
short contextualisation to situate the analysis in the wider conversation about 
emerging technologies and the future of warfare (Part 2). Part 3 provides a short 
overview of the conflict so far, dividing it into six phases. Part 4 surveys the main 
elements of the conflict in Ukraine, outlining what emerging technologies have 
been present and critically assessing their role in the war. Part 5 delves into 
some implications for the future of warfare that can be understood from the 
dynamics analysed thus far, especially as they relate to the place of emerging 
technologies in future conflicts and their role in determining battlefield outcomes. 

We argue that while some new technologies have come to characterise modern 
warfare, the Russo-Ukrainian conflict shows that many features of warfighting 
remain unchanged. Emerging technologies, such as AI and cheaper technological 
alternatives to traditional armaments, such as drones, are undoubtedly starting 
to change the battlefield and will play an increasingly larger role in future 
conflicts. Cyberspace and the globalised digital information space are bringing 
new actors and new means to exert influence, provide nations’ armed forces 
with new tools, and make battlefields increasingly globalised and complex. 

However, the conflict also shows that traditional aspects of warfare will not 
decrease in importance or be sidelined. Conflicts remain a contest of wills and 
adaptation, where ammunition supplies, the quantity of traditional armaments 
such as tanks, and both the number and quality of personnel and the logistical 
and organisational ability to bring all these elements to bear all remain the 
most important determinants of success. While technology is playing an 
increasing role in this equation, it remains unable to determine the outcome 
of a conflict on its own.
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II.	 Contextualising the discussion on 
emerging technologies and the future of war
Research on war and its future is closely linked to the prevailing concerns of 
policymakers, geopolitical realities, socio-political norms, and predominant 
forms of conflicts at any given time. While technology has always been central to 
the discussion, over the last 20 years it has seen an uptick in the attention given 
to it as one of the most important harbingers of change in warfare. Reflecting 
the pace of unprecedented digital technological innovation since the 1990s, 
experts have predicted broad – sometimes revolutionary – changes to the 
character of war, and sometimes to its nature.1 Largely driven by a revolution 
in information technologies, scholarship has identified and debated various 
“Revolutions in Military Affairs” (RMAs), or “disruptive or significant military 
change brought by the convergence of emerging ‘next frontier’ technologies, 
novel operational concepts and organisational force structures”.2 While some 
level of definitional ambiguity relating to emerging technologies remains, in 
the context of this paper emerging technologies are considered to be relatively 
novel technologies characterised by uncertainty, exhibiting fast growth, and 
displaying high disruptive potential.3

Technological innovations coupled with the lack of large-scale interstate 
conflicts, the rise of global competition through other means, and the global 
focus on counterterrorism and counterinsurgency have led to a large focus on 
“hybrid” forms of warfare. This has in turn led to an expectation that confron-
tation in the 21st century would largely take place below the threshold of overt 
war and would often be waged through surrogates – and increasingly through 
technological surrogates (such as long-range drones during the so-called 
“War on Terror” or AI-enabled disinformation activities more recently).4 These 
analyses mirrored a world expecting war to become small, peripheral, and 
hybrid, as well as remote, precise, efficient, and less deadly. In this context, 
the place of technology as the key determinant of success and (mostly US) 
military advantage in 21st century battlefields was heavily emphasised. This led 
to extreme predictions such as that “future generations may come to regard 
tactical warfare as properly the business of machines and not appropriate 
for people at all … direct human participation in warfare is likely to be rare”.5 
In the mid-2010s the proliferation of personal computing, mobile phones, 
and the “Internet of Things”, coupled with the increased digitalisation and 
connectivity of critical infrastructure, saw increased attention being given 
to “cyber war”, and digital means of coercion more broadly.6 However, some 
scholars did caution against overemphasising the RMA thesis and the role 
of technology in leading to disruptive changes to warfare. For example, one 
suggested instead that “21st century warfare will be mainly a continuation of 
a century-long increase in the importance of skill in managing complexity, not 
a revolutionary break with the past”.7 These scholars emphasised behaviour 
and adaptation as key variables determining technological efficiency and new 
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technologies’ subsequent impact on warfare. As such, they adopted a more 
human and human-processes-centric view of warfare, in which technology 
brings increased complexity to warfare and success is determined not by the 
technologies themselves, but by the ability both to navigate this complexity 
and protect oneself from it.

In recent years, the focus on technology in warfare scholarship has constantly 
increased.8 Discussions surrounding technology and the future of warfare have 
since mostly focused on the role that AI will play in warfare. This has been 
largely driven by a considerable acceleration of AI-related scientific advances, 
as well as their permeation into everyday life through various products and 
applications. This has been further exacerbated by the resulting growing 
importance of technology – and a country’s technology sector – to national 
security and the subsequent intensification of global geopolitical competition 
in the technology sphere. 

Some have argued that this “AI-driven RMA” differs from previous ones, and 
that “a military-technology tsunami is on the way that may defy previous 
revolutions in military affairs”.9 For them, current ways of warfare may rapidly 
become obsolete, driven by advances in AI, the increased importance of 
dual-use technology in defence innovation and renewed global geopolitical 
competition.10 Expert attitudes towards the effects of AI on warfare have 
broadly fallen into three categories: enthusiasm, denial and pragmatism.11 
Enthusiasts maintain that the adoption of AI will dramatically alter the character 
of warfare, deeply altering its strategic, operational, and tactical levels and – in 
time – potentially altering its very nature.12 In fact, AI’s qualitative difference 
from other technologies, mostly in its ability to power increasing autonomy 
in an increasing number of weapons functions, has given new wind to the 
expectation that technology may one day replace or take over from humans 
in warfare. Pragmatists predict that some levels of change will influence the 
character of warfare, albeit in a more limited, less revolutionary way. For their 
part, deniers maintain that technical and organisational hurdles remain too 
high and limit the usefulness and disruptive potential of military AI. In this 
view, AI remains too immature and unreliable for the realities of war.13 All in 
all, the pervasive view among major militaries remains that AI will confer key 
advantages on successful adopters, facilitating decision-making superiority and 
increased operational speed and mass. This has had the net effect of making 
the study of war increasingly technology centric, whereby proponents have 
even suggested that technology (in this case AI) might even be the solution 
to some of the most human aspects of warfare, such as ensuring respect for 
international humanitarian law (IHL) or the reduction of civilian casualties.14

There is now a risk that the rapid development of a disruptive technology such 
as AI leads to an overestimation of its potential in warfare and its subsequent 
accelerated application in various aspects of the military domain, often dis-
regarding or minimising its potential associated risks. This is all largely based 
on the previously mentioned still unproven expectations of efficiency gains 
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and revolutionary advantages conferred on successful adopters. As one of the 
first major interstate conflict in the “age of AI” and dual-use technologies – at 
least in modern terms – the war in Ukraine is an opportunity to gauge their 
impact on warfare. This, of course, is done with the understanding that there 
is a limit to the generalisability of conclusions extrapolated from a single – still 
ongoing – conflict. 

Still, an emergent body of literature is addressing lessons from the conflict 
for the future of warfare. Mirroring the global attention on AI, the presence 
of drones and various AI applications has skewed some analyses towards 
overestimating and overstating the place these “new” elements have in the 
war. In contrast, the undeniable brutality and scale of the war, as well as the 
seemingly unending flow of images of trenches, mud and burnt-out vehicles, 
have also led to a slew of analyses pointing to war’s seemingly unchanged 
character.15 The analysis presented in this paper is an addition to this debate, 
seeking to strike a balance by highlighting both the new and the old features 
of war and conflict. In so doing, it aims to promote the idea that predictions 
of the impact that AI and other emerging technologies will have on warfare 
must be rooted in the analysis of their actual use in the adversarial conditions 
present in conflicts, and that careful observation of the war in Ukraine is an 
opportunity to do so. 
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III.	A war in different phases
It is important to note that, as of March 2024, the war in Ukraine can be roughly 
divided into six phases. Each phase presents some distinct features that both 
influence the presence and impact of emerging technologies and are influenced 
by them. It is therefore worth briefly describing each phase.

Phase 1: February-April 2022: initial Russian invasion

The first phase of the war saw 200,000 Russian troops cross the Ukrainian 
border to conduct a multipronged attack along four axes in the south, east 
and north of the country. The logic behind this multifront attack was to quickly 
overrun Ukraine in a rapid offensive, occupy its main cities and ports, take 
Kyiv, and overthrow President Zelensky's government. The under-estimation 
of the strength of Ukrainian forces, poor planning, flawed assumptions, and 
logistical problems are only some of the issues that plagued Russian forces 
during this first phase in which Russia failed to achieve most of its objectives. 
Ukrainian forces and a large number of civilian irregulars were able to capitalise 
on these factors and inflict heavy personnel and material losses on Russian 
forces. At the end of the first stage in April 2022, US sources estimated that 
5,000 Russian soldiers had been killed.16 However, Russian forces where able

Figure 1: Russian territorial control as of 27 February 202217

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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to make substantial gains in the south of the country, where operational speed 
and the more appropriate assessment of Ukrainian defences resulted in more 
Russian objectives being achieved.18 

Phase 2: April-June/July 2022: from manoeuvre to positional war

As the logistical overstretch of invading along so many axes quickly became 
unsustainable and the strength of Ukraine’s defence obvious, Russia refocused 
its efforts and narrowed down its goals in the east of Ukraine, thus starting 
the second phase of the war in April 2022. This phase was characterised by 
the use of heavy artillery to flatten cities and Ukrainian defensive positions 
in the east, and incremental gains, attrition, and heavy casualties on both 
sides. Ukrainian forces, struggling in the face of Russian artillery barrages, 
lost at least 200 men per day as the phase peaked in June.19 While Russian 
losses are uncertain, August 2022 estimations show crippling damage, with 
US and Ukrainian sources putting the casualty count at between 50,000 and 
80,000, and three to four thousand armoured vehicles destroyed.20 Despite 
the loss of cities such as Sieverodonestk and Lysychansk, Ukrainian forces 
avoided an encirclement of their forces in the east and forced Russian forces 
to reduce their territorial ambitions away from Kyiv and focus on conquering

Figure 2: Russian territorial control as of 5 April 202221

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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new territories in the Donbas region.22 This second phase of the war was also 
characterised by the delivery of increasingly advanced weaponry to Ukraine 
from the West, especially longer-range guided munitions. Ukraine was also 
proficient at targeting Russian forces as they massed to attempt river crossings 
in the east. In tandem with destroying road and rail infrastructure, including 
bridges, this was a key element of slowing Russia’s advance.

Phase 3: September-November 2022: first Ukrainian 
counter-offensive

Relying on strategic surprise and deception, as of September 2022 a third phase 
of the conflict featuring a Ukrainian counter-offensive led to large territorial 
gains for Kyiv. In June-July 2022 Russia undertook an operational pause to 
replenish supplies (both material and personnel). Ukraine took this time to 
do the same and began signalling its intent to start a counter-offensive in the 
south of the country. As Ukraine hit key logistical and supply targets deep 
behind Russian lines – sometimes as far as Crimea – Russia moved much of 
its force to the south in preparation for the Ukrainian offensive. 

In September 2022 Ukrainian forces moved against Russian positions around the 
southern city of Kherson. By mid-September the reality of a Ukrainian tactical

Figure 3: Russian territorial control as of 20 September 202223

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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surprise became evident as Ukraine launched a more ambitious, simultaneous 
counter-offensive in the north of the country, around Kharkiv. In a very short 
period of time Ukraine – benefitting from its deception and Russia’s reposition-
ing of its troop in the south – liberated vast swathes of territory, essentially 
liberating almost all of Kharkiv oblast, an area of approximately 6,000 km2, 
and nullifying Russia’s wartime gains in the area.24 This led to Ukraine regaining 
54% of all the territory lost since February 2022.25 In November 2022 Ukraine 
also regained control of the city of Kherson. Unable to mount a successful 
counter-offensive of its own, Russia unleashed a campaign to destroy Ukraine’s 
critical energy infrastructure with the use of long-range ballistic and cruise 
missiles, as well as Iranian-acquired Shahed 136 drones.26

Phase 4: December 2022-June 2023: stabilisation of the front and 
the battle for Bakhmut

Following Ukraine’s counter-offensive, the front line barely moved between 
winter 2022-23 through to spring 2023. At this stage the war settled once more 
into a bloody positional war of attrition. The main Russian thrust centred around 
the city of Bakhmut, principally undertaken by the so-called Wagner Group, 
which branded itself as Wagner Private Military Company (PMC). The battle for

Figure 4: Russian territorial control as of 20 May 202327

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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the city pinned down both forces, eventually falling to Russian occupation in 
May 2023. With Wagner PMC and Russian forces utilising brutal “meatgrinder 
offensives”, estimates put casualties at 100,000 for Russia and 20,000 for 
Ukraine in the battle for Bakhmut alone. 28 The centrality of Bakhmut in this 
phase of the war also speaks to the increase prevalence of Wagner PMC forces 
in the conflict and the role of their leader, Yevgeny Prigozhin. A short episode 
of political instability was triggered by the mutiny of some elements of Wagner 
PMC, which eventually led to the death of Prigozhin. This phase of the war also 
saw the continuation of the Russian campaign against Ukrainian infrastructure 
using a variety of means, including Shahed drones, cruise missiles, ballistic 
missiles and the so-called Kinzhal air-launched hypersonic missile.

Phase 5: June-December 2023: second Ukrainian counter-offensive 

Wars of attrition favour the party that can sustain human and capability losses 
the longest.29 With this reality in mind, the pressure increased on Ukraine to 
regain the initiative and mount a successful counter-offensive. While pinning 
down Russian forces around Bakhmut, Ukraine therefore spent much of the 
war’s previous phase gathering Western armaments, including for the first time 
Western main battle tanks, and training its troops for a large-scale, combined 
arms offensive in the summer of 2023. In the time needed to prepare for this

Figure 5: Russian territorial control as of 2 November 202330

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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offensive, divisions between US and Ukrainian planners, the lessons of Ukraine’s 
first counter-offensive, and the positional nature of the war’s previous phase 
allowed Russian forces to prepare for Ukraine’s summer offensive far better. 
At the initiative of General Surovikin, the Russian armed forces built vast 
networks of layered, deeply entrenched defences in southern Ukraine, the 
eventual main axis of Ukraine’s thrust.31 The counter-offensive therefore largely 
failed to achieve its objectives (to liberate Kherson and Zaporizhzhia oblasts 
and reach the Sea of Azov), with little to show for five months of operations. 

Russia’s deep and elastic defences and the absence of any Ukrainian technolog-
ical edge or numerical advantage over Russian forces rendered the battlefield 
extremely lethal for large-scale operations, especially for mechanised brigades. 
The key armoured components of the Ukrainian forces were often destroyed at 
distances of up to 5 km by Kamov 52 Alligator helicopters that took advantage 
of the local geography to perform their anti-armour role precisely as intended 
during their design phase in the late 1980s and early 1990s. In the face of 
mounting casualties and equipment losses due to extremely dense minefields, 
a dilution of force density over three axes, and the ever-present drones and 
endless trench networks, Ukraine quickly abandoned a Western-style large-
scale mechanised manoeuvre to return to its early war small-group infantry 
assault tactics.32

This phase of the war also saw the escalation of activity in the Black Sea. 
Despite, Ukraine’s lack of an operational navy, but thanks to the innovative use 
of unmanned surface vessels (USVs) and long-range unmanned aerial vehicles 
(UAVs), Ukrainian forces achieved several successful strikes on Russia’s Black 
Sea fleet and its headquarters in Sevastopol.33 The attacks forced Russia to 
relocate parts of its fleet and effectively denied it freedom of navigation in 
the Black Sea.34 
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Phase 6: December 2023-present: culmination of Ukrainian coun-
ter-offensive, stalemate and Russia regains the initiative 

As of early 2024, the war largely reached a stalemate once more as both forces 
recovered from the counter-offensive, but the momentum has currently shifted 
towards Russia.35 Indeed, the former commander of Ukraine’s forces stated 
that “just like in the First World War we have reached the level of technology 
that puts us into a stalemate”.36 Benefitting from an asymmetry of capabilities 
and troop numbers, Russia has managed to regain the initiative by conducting 
successful offensives such as in Avdiivka. Despite reportedly losing up to 1,380 
men, 55 tanks, and 120 armoured fighting vehicles in one day of combat alone,37 
Russia’s military capacities and ability to absorb personnel losses far exceed 
those of Ukraine in this combat phase. With Western – especially US – support 
slowly waning, the present stalemate therefore increasingly favours the Russian 
position. As Ukraine prepares for what is certainly to be a decisive year for the 
war, force generation efforts have taken centre stage, as Ukraine’s inability 
to sustain the war at the current level of human attrition comes sharply into 
focus.38 It remains to be seen the extent to which Ukraine will be able to 
regenerate its forces while fending off Russian offensive pressures. 

Figure 6: Russian territorial control as of 14 March 202439

Institute for the 
Study of War 
and AEI's Critical 
Threats Project
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IV.	Old and new: technological realities of 
the battlefield

A.	Drones 
The war in Ukraine shows that drones – of various levels of sophistication, 
autonomy and types of functions – have become essential element of modern 
warfare. This war shows that when successfully integrated into battlefield tactics 
and as part of mature concepts of operations, drones can confer asymmetric 
advantages to outgunned armies and provide cost-effective and sophisticated 
intelligence, reconnaissance, and strike capabilities. 

In fact, the conflict has seen the deployment of the widest array of drone types 
in a conflict to date, featuring everything from military-grade medium-altitude 
long-endurance drones such as the Turkish TB2, to loitering munitions such 
as the US Switchblade, to commercial DJI quadcopters and home-made 
first-person view (FPV) drones.40 Ukraine’s armed forces have been touted 
as having been both quicker and more effective in their understanding of this 
reality and in the development and deployment of various drone capabilities. 

Early in the conflict the Turkish TB2 was a staple of Ukraine’s resistance on 
some fronts. TB2s were effective in slowing down Russian progress on the 
Zhitomir front, providing surveillance and cost-effective air support in the 
absence of conventional combat-aircraft-enabled air support. For example, by 
exploiting poor Russian mechanised forces deployment tactics, TB2s proved 
instrumental in the destruction of Russian mechanised units and air defences. 
Moreover, they served as an effective Ukrainian propaganda tool, with video 
feeds of successful Ukrainian strikes on Russian troops and tanks circulating 
on social media and galvanising support.41

More importantly, however, Ukraine has been particularly adept at utilising 
small, often off-the-shelf commercially available drones, such as Chinese-made 
DJI Matrice and Mavic drones, often crowdsourced and modified to carry and 
deliver explosives.42 In the early days of the war these drones were largely 
used to drop grenades and other such small ordinance on Russian infantry 
and materiel.43 Later phases of the war, however, have seen the increased 
prevalence of these drones being used as Kamikaze drones piloted in FPV to 
strike both infantry and armoured vehicles.44 This has given Ukraine both an 
incredibly cheap and effective alternative to conduct strikes, and a means to 
engage in psychological warfare.45 

Because Russia is often able to fire up to five times as many shells than Ukraine, 
drones have by and large become Ukraine’s alternative to narrow the gap.46 
However, as drones remain limited in their maximum possible payload, their 
largest impact has been their use in reconnaissance and guiding artillery fire.47 
It is now estimated that drone reconnaissance supplies Ukrainian forces with 
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86% of all identified targets.48 Drones are furthermore conferring increased 
battlefield awareness on small infantry teams and individual soldiers, so 
much so that it is now inconceivable to conduct operations without at least 
one drone in the sky.49 While this has assisted operations and made artillery 
targeting more accurate, it has made the battlefield immensely transparent 
and lethal, ensuring that there is truly nowhere to hide.50 The result has been 
the increased difficulty to concentrate force, achieve surprise and conduct 
offensive operations.51 

Drones have been of such importance to the war effort that Ukraine has directed 
national efforts to acquiring drones, developing homegrown capabilities and 
training pilots.52 Indeed, one of the most important lessons learned through 
Ukraine’s experience is not only a military one linked to the use of the drones 
themselves, but also how the country has acquired and developed its various 
drones. Ukraine has been able to successfully leverage the global “big tech” 
ecosystem, its civilian commercial technology sector, and domestic start-ups, 
NGOs, and even individual civilians for its “drone war”. 

To this effect, Ukraine successfully shortened the loop between prototyping, 
experimenting, testing, producing and fielding drones, as well as streamlining 
procedures to provide the armed forces with drone technologies. This has 
enabled it to substantially increase its production and facilitated the fielding 
of drones that more directly meet the needs of field units.53 While only seven 
companies were making drones in Ukraine before the war, there are now up 
to 200 making over 300 types of drones.54 In 2024 Ukraine is set to produce 
1 million FPV drones.55 

As the culmination of these efforts, Ukraine has created a new, separate branch 
of its military focused entirely on unmanned systems. The novel Unmanned 
Systems Force will focus on “improving Ukraine's work with drones, creat-
ing special drone-specific units, ramping up training, systemising their use, 
increasing production, and pushing innovation”.56

Ukraine has notably been able to leverage its creativity and efficient develop-
ment, testing, and repurposing of dual-use technologies in the development, 
modification, and deployment of drones to greatest effects in its naval efforts. 
Lacking an operational navy from the very beginning of the conflict, but still 
needing to engage Russia in the Black Sea, both to threaten Crimea and protect 
its own shipping lanes, Ukraine developed homegrown naval drones or USVs. 
A string of attacks on targets far from the south-west Ukrainian coast – in 
and around Sevastopol in Crimea, and even further across the Black Sea to 
the Russian port of Novorossiysk – show that these USVs have the capability 
to evade Russian defences in the country’s waters, pose serious threats to 
Russian naval assets, and restrict Russian freedom of navigation.57 

This is all the more notable because these USVs comprise a homegrown mix 
of commercial technology laden with explosives. They seem to have been 
originally constructed with a Canadian jetski engine, a Starlink satellite antenna 
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and an electrical-optical infrared imaging system.58 These USVs represent a 
perfect example of the use of off-the-shelf, cheaper technological alternatives 
to rebalance the power dynamics on the battlefield and threaten much more 
advanced and expensive systems such as frigates and cruisers – and even 
Russian flagships.59 Using a combination of USVs and missiles, Ukraine has 
reportedly destroyed 40% of Russia’s naval tonnage in the Black Sea.60

Russia’s performance relating to the use of all types of drones is more uneven, 
but should not be dismissed. The early phases of the war were characterised 
by the lack of the widespread use of UAVs by the Russian side.61 Some experts 
indeed argue that Russia’s lack of drone usage for intelligence, surveillance 
and reconnaissance contributed to its early invasion blunders, notably due to 
the lack of situational awareness resulting from the absence of drones.62 This 
is particularly surprising in light of Russia’s US$ 9 billion investment in UAV 
technology since 2014, putting in focus the existence of a wide gap between 
the country’s unmanned and autonomous warfare aspirations and battlefield 
realities.63

Russia in fact initially seemed to be mainly using relatively short-range, 
remote-controlled UAVs and very few longer-range combat UAVs of its own 
making.64 Russian drone warfare efforts might have also been hampered by 
Russia’s rigid command structure, which requires soldiers to obtain senior 
approval for strikes, often nullifying the advantage conferred by the decen-
tralised, mobile and flexible use of drones.65 Ukraine has been more successful 
at adopting such tactics. 

Additionally, failure to create similar conducive conditions to those of Ukraine for 
the successful rapid development and deployment of various drone capabilities 
further hampered Russia’s track record.66 Russia’s cumbersome and centralised 
bureaucracy coupled with a lack of government leadership and a domestic 
environment unfriendly to bottom-up innovation are partly to blame.67 

While Ukraine’s advantage was more pronounced in the first three phases 
of the war, Russia has now largely caught up, especially in the field of FPV 
drones. Its efforts remain more reactive than active, but it has adopted many 
of Ukraine’s tactics with regard to drones, using a deadly combination of its 
Orlan-10 surveillance and Lancet drones, as well as the Iranian-made Shahed 
136, coupled with superior electronic-warfare (EW) capabilities, against Ukraine’s 
drones.68 As one report puts it, “Ukraine has consistently out-innovated Russia 
with commercial technologies and software, but Russian forces have quickly 
adapted and emulated Ukrainian successes”.69 While Russia conducted half 
as many FPV strikes on Ukraine as the latter conducted on Russian targets in 
September 2023 (approximately 200 versus 400), current strikes number are 
now essentially equivalent (about 1,000 per month).70

However, it is important to balance out the overall discussion surrounding 
the importance of drones and their impact on the war. In fact, the success of 
drones and their impact on determining battlefield outcomes have been highly 



Geneva Paper 34/24

18The War in Ukraine: Reality Check for Emerging Technologies and the Future of Warfare

dependent not only on the drones themselves, but their conditions of use and 
the realities of their operational environments. 

To some extent, Ukraine’s early successes were mostly a result of the failures 
and mistakes of Russian forces and the tactics they adopted, coupled with 
their failure to use drones themselves. This created a permissible environment 
for drones to be used to their maximum effect. This is particularity true of 
the TB2s, whose limited successes in the first phase of the war, for example, 
can be attributed to the fact that Russia’s armoured divisions lacked infantry 
support, air support, effective air defences, and effective EW capabilities, and 
suffered from overstretched supply lines and faulty tactics.71 

As the battlefield became more static in the second phase of the war, supply 
lines shorter and easier to manage, EW and air defences more efficient, and 
Russian strategy shifted from mobile operations to artillery barrages, the effect 
of drones in advancing Ukrainian objectives was more muted.72 The Russians 
became more adept at shooting down Ukrainian drones. Slow moving and low 
flying, they became vulnerable to the better organised and entrenched Russian 
air defences. While TB2 drones presented a low-cost airpower alternative to 
inflict disproportionate damage earlier on in the conflict, in the second phase 
of the war their vulnerability made them – at US$ 2-10 million apiece – a 
costly loss.73 

Perhaps due to this cost, small, cheap drones have remained most useful in their 
“enabling” roles to reduce the time-to-trigger for artillery, providing battlefield 
awareness, guiding artillery strikes and as accurate single-use munitions 
themselves.74 With more entrenched Russian forces and more efficient Russian 
EW, the survivability of UAVs is now relatively low. It is estimated that around 
90% of all UAVs utilised are lost, with an average life expectancy of three to 
six flights, depending on the model.75 It is further estimated that Ukraine is 
losing up to 10,000 drones per month.76 Additionally, while sourcing drones 
from civilians and technology start-ups (even if centralised, incentivised and 
facilitated through government programmes such as the Brave1 accelerator77) 
enabled Ukraine to gain an early advantage in the drone war, there is also 
a notable downside. While this has enabled these drones to be cheap and 
numerous – vital for a resources-strapped nation under siege – and has 
conferred on Ukraine some asymmetric advantages, some of their cheaply 
made parts have been the cause of failures and malfunctions.78 This, coupled 
with the lack of standardisation between the many types of drones that units 
have available to them, has sometimes complicated drone operations and 
reduced their efficiency.79 

Drones remain an essential aspect of operations for both armed forces, but 
Russia and Ukraine have reached a relative technological match.80 Although 
they have transformed the way in which infantry operations are conducted 
by increasing the transparency of the battlefield, at this stage drones are 
unlikely to provide either side with the breakthrough they need. The war in 
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Ukraine demonstrates that drones have become a key weapon of modern 
battlefields, yet they should not be seen as game changers and determinants 
of battlefield outcomes in isolation. The disruptive effect of drones depends on 
their operational concept and their integration with other weapons systems. At 
present, outgunned and outmanned, Ukraine requires more tanks, armoured 
vehicles, spare parts, artillery pieces, ammunition and manpower, not only 
drones, to be able to reclaim the initiative and conduct effective offensive 
and defensive operations.81

B.	What role for AI? 
AI-enabled emerging technologies have made sporadic appearances throughout 
the conflict and have become a key talking point of the war in Ukraine.82 In 
fact, the war has very much acted as a testbed for many of the AI applications 
whose potential militarisation experts have been predicting in recent years. 
More importantly, it is not only their presence that is of note, but the fact that 
their successful operationalisation has been touted as an important contributor 
to Ukraine’s relative successes. In the military domain, AI can be broadly 
characterised as an analytical enabler, a disruptor or a force multiplier.83 As 
an analytical enabler, AI can help with the data-heavy aspects of warfare by 
collecting, fusing, and analysing immense troves of data at scale and at great 
speeds. As a disruptor, various generative AI techniques can now both produce 
and help spread extremely believable media, be it text, image or video, to be 
used in disinformation campaigns and cognitive warfare.84 As a force multiplier, 
AI is key to enabling the ever-increasing autonomy of various weapons systems. 
In Ukraine, AI has been present in all three of these functions.

AI as an analytical enabler

As an analytical enabler, AI has reportedly powered much of the intelligence, 
reconnaissance and targeting done by Ukraine. Perhaps the greatest contribution 
that AI has made to the Ukrainian war effort lies in its power to gather, analyse, 
and fuse data to create a real-time operational picture of the battlefield that 
contributes to assisting and accelerating the targeting process. In this way, the 
use of AI can accelerate the observe, orient, decide, act (OODA) loop process.85 

For instance, Ukrainian forces have made use of an “Uber-like” application 
to innovate and speed up their artillery targeting. Named “GIS Arta”, it is a 
decentralised and distributed command-and-control application that is able 
to process data from drones, smartphones, rangefinders, and connected 
artillery computer. Once a target is identified, the application distributes the 
fire command to the closest and most appropriate platform to carry out a 
strike. This has reduced the “call to trigger time” almost ten-fold, significantly 
increased the accuracy of Ukrainian artillery, and made it possible for fewer 
and more mobile artillery pieces to be effective tools against a numerically 
superior adversary.86 
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Other such platforms, such as Ukraine’s homegrown DELTA battle-management 
software, have similarly been developed and used to leverage the power of 
data. Ukrainian forces upload information about Russian troops gathered from 
sources ranging from drone footage to human intelligence, and the app displays 
this information on a map of the country.87 While this remains difficult to verify, 
Palantir CEO Alex Karp also claimed that his company was responsible for 
“most of the targeting” in Ukraine. Early in the war, Palantir reportedly offered 
its products to Ukraine free of charge.88 Although their real capabilities remain 
secretive, Palantir’s AI-enabled services utilise similar technology to gather 
and fuse various sources of intelligence, and subsequently suggest options 
for commanders.89 

While it is difficult to know the exact mix of platforms, systems, and software 
utilised by Ukraine’s armed forces and gauge their real impact, one thing is 
clear: Ukraine has understood the necessity of tapping into today’s data-rich 
battlefields. This has been powered by the sheer amount of available data, from 
the vast number of digital devices (mostly commercial) capturing images, audio, 
and videos of the war, to the increased prevalence of open-source intelligence. 
Each individual – both civilian and military – equipped with a smart phone 
effectively has now become a sensor. Ukrainian authorities have, for example, 
opened a Telegram channel receiving tens of thousands of messages per day 
where citizens can send videos and photos of Russian troops and materiel, 
providing information that complements that of Ukrainian intelligence-gathering 
activities.90 Citizens can also report Russian troop movements via the national 
Diia app.91 Ukraine has also utilised other AI applications, such as natural 
language processing (NLP), notably thanks to AI company Primer, which utilises 
AI that uses its algorithms to listen in on intercepted Russian communications 
and automatically translate and highlight relevant information for Ukrainian 
forces in a searchable text database.92 

For its part, Russia’s much-touted “battlefield AI” seems to be relatively missing 
from the battlefield.93 While since 2020 the Russian Ministry of Defence has been 
focusing heavily on military applications of AI, there has been little evidence 
of Russian uses of AI in military decision-making or in C4ISR in Ukraine.94 
International sanctions preventing Russian access to Western components 
coupled with a brain drain and the fact that Russia’s nascent domestic AI 
industry remains far behind its near-peer competitors such as the United States 
and China may all contribute to this.95 The Russian armed forces’ aspiration 
for unmanned and automated warfare therefore seems to be at odds with 
the realities on the ground.96 The main feature in the conflict on the Russian 
side has predominantly been characterised by the use of legacy equipment, 
“dumb bombs”, and heavy artillery barrages, not to mention extremely high 
casualty rates.
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AI as a force multiplier 

The conflict has not only accelerated the prevalence of drones in modern 
warfare, as previously seen, but it has clearly also accelerated the drive for 
their increased autonomy. Driven both by the highly contested nature of the 
electro-magnetic spectrum and ensuing constant communication breakdowns 
between drones and pilots, and the desire to accelerate targeting, both Russia 
and Ukraine have sought to automate various aspects of drone engagements. 
This has resulted in a real arms race to field drones with ever-increasing levels 
of AI-enabled autonomy in both target selection and engagement.97 Ukraine’s 
minister for digital transformation, Mykhailo Fedorov, went so far as to claim 
that autonomous drones are both logical and inevitable.98 

While the levels of AI-driven autonomy of any given capability are inherently 
difficult to ascertain, reports from both the Russian and Ukrainian sides seem 
to show that we are edging closer to fully fledged autonomous weapons 
systems that can select and engage targets fully autonomously.99 Ukraine’s 
Saker Scout drone, for example, which can find, identify and attack 64 dif-
ferent types of Russian military objects autonomously, reportedly has been 
used in a “human-out-of-the-loop” way to attack Russian targets when radio 
jamming or interference prevented operator control.100 While information on 
Russian weaponry is a more closely guarded secret, a new variant of the highly 
effective Russian homegrown loitering munition Lancet is reported to be able 
to fly in swarms and find and engage targets autonomously.101 This growing 
autonomy, coupled with lowering unit costs, and a clear desire to employ 
drones such as the Shahed 136 en masse to saturate defences have set the 
stage for the future employment of swarms. A swarm of drones can be defined 
as “multiple unmanned platforms and/or weapons deployed to accomplish a 
shared objective, with the platforms and/or weapons autonomously altering 
their behaviour based on communication with one another”.102 While “true” 
swarming remains elusive for now, the individual elements needed in a war 
context are starting to emerge, and the conflict is setting the premise that 
could lead to its eventual realisation. 103

AI as a disruptor

AI has also shown some promise as a disruptor in war. Indeed, while its con-
tributions to battlefield outcomes have been relatively limited, the presence 
of deepfakes and coordinated disinformation efforts show an appetite to 
militarise these AI applications. 

Generative adversarial networks have been used very early in the conflict 
through the creation of deepfakes of both presidents Zelensky and Putin.104 
Deepfakes have been the subject of much literature in the past few years 
due to their disruptive potential, but also for their possible militarisation.105 
Although of low quality and promptly debunked by Ukrainian authorities 
and the public, Zelensky’s deepfake calling on Ukraine’s citizen to drop their 
weapons in March 2023 showed how rapidly a technology that did not exist 
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ten years earlier could be militarised and have an effect in conflict. Ukraine 
then retaliated with the diffusion of a hyper-realistic deepfake of Vladimir Putin 
calling for mass mobilisation and declaring martial law after some Russian TV 
and radio channels were hacked in early June 2023.106

As recent advances in generative AI have greatly accelerated in the past year 
alone (2023), it is safe to say that these capabilities will enable the creation 
of content indistinguishable from real content, making them increasingly 
disruptive.107 Ukrainian forces have similarly used facial recognition technology 
from the US company Clearview AI to identify dead Russian soldiers and sub-
sequently contact their families as part of propaganda efforts.108 Coordinated 
disinformation and misinformation campaigns have been a feature of the 
conflict, instrumentalising social media algorithmic dynamics to spread war 
narratives. As part of information warfare, these dynamics will be further 
discussed in Part D of this section. 

While present in various forms, AI-enabled emerging technologies have not 
been a panacea, even for their most adept users. Even though Ukraine has 
successfully used its technology sector and has been better able to leverage 
the cutting edge of AI-enabled warfare applications, the grim realities of war 
remain. For all their abilities to increase situational awareness by gaining 
AI-generated insights into the battlefield, Ukraine’s forces have still suffered from 
communication breakdowns, chaotic withdrawals or friendly fire accidents.109 

Importantly, the networking of the battlefield is reportedly much less auto-
mated than has been assumed, with data uploaded manually and not instantly 
actionable.110 Additionally, issues with both fusing and sharing data streams 
remain a key problem, resulting in a lack of coordination and mismatches 
between higher-lever strategic situational awareness and tactical-unit situational 
awareness.111 In a sense, force modernisation through systems like GIS Arta or 
DELTA has increased situational awareness and modernised artillery targeting, 
but has not unilaterally lifted the fog of war, decreased the chaos when contact 
with the enemy is made, nor negated the advantage of overwhelming numerical 
superiority.112 Just as for drones, for its second counter-offensive Ukraine 
needed more tanks, armoured vehicles, personnel, mine-clearing equipment, 
and time to train its personnel, not more AI.

C.	Cyberspace
The role that cyberspace plays – and will continue to play – in the future of 
warfare is a hotly disputed subject. Leading up to the February 2022 invasion, 
experts posited that a full-scale military operation by Russia – a state known 
for its offensive cyber operations – would be conducted in tandem with 
sophisticated and devastating cyberattacks on critical infrastructure and military 
and civilian targets.113 So far, this has not materialised. While there has been 
noticeable uptick in cyberattacks targeting Ukraine, with a few high-profile 
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ones, they have fallen short of the catastrophic pre-war predictions.114 The 
large majority of attacks have been distributed denial of service attacks 
(DDoS) aimed at denying access to government (and other) websites, as well 
as “hack-and-leak” attacks aimed at stealing and leaking data for political 
purposes.115 While the focus naturally is on Russian cyber operations, it must 
be noted that reported cyberattacks are distributed between both Russia and 
Ukraine, with around 331 attacks against Russia and 636 against Ukraine as 
of December 2023.116 

Focusing first on Russia, it is difficult to authoritatively ascertain the reasons 
behind the relatively small impact of the country’s cyber activity on battlefield 
outcomes. However, experts have pointed to several potential explanations. 
Firstly, the quality of Ukrainian defences is likely a factor. After years of expe-
rience with Russian cyber interference and close partnership with the United 
States on this front, Ukraine has built up strong cyber defences.117 Additionally, 
extremely devastating Russian attacks such as the 2017 NotPetya attack, 
which resulted in over US$ 10 billion worth of damage, infecting and shutting 
down computers across the globe, as well as recurrent Ukrainian blackouts 
resulting from cyberattacks, offered a view of the devastating potential effects 
of such attacks.118 This potentially led to an overestimation of the place that 
cyber activity might play as part of a Russian invasion and resulted in a better 
prepared Ukrainian side. 

Secondly, expecting a quick victory, Russia’s poor planning might have extended 
to the cyber domain. Expecting weak Ukrainian defences in cyberspace, Russia 
might have not invested substantial efforts into planning sophisticated cyber-
attacks and failed to integrate them into its overall plan for the invasion.119 
It is worth noting that successful offensive cyber operations require a great 
deal of planning, and successfully infiltrating an adversary’s systems can take 
many months. For example, Russia’s successful 2015 and 2016 attacks on the 
Ukrainian power grid took 19 months and two-and-a-half years of planning 
respectively. Therefore, successful offensive cyber operations are a planning- 
and intelligence-heavy activity and are only most effective when integrated 
with other weapons and consistent with a wider offensive. Additionally, they 
have to be tailored to specific targets, which reduces they flexibility. Alone and 
used ad hoc, cyberattacks lack the weight to have strategic military effects 
and compel an enemy to accept defeat. 

In the rapidly shifting operational environment of the Ukrainian battlefield, 
Russia has resorted to fringe attacks on routers, firewalls and email servers.120 
Hence, Russian cyberattacks used in this way in Ukraine have been an annoyance 
at best, periodically creating confusion and inefficiencies, but doing little to 
advance Russia’s military aims. Additionally, it is also difficult to “quantify” 
the impact of a cyberattack, assess the damage and decide that it has been a 
worthwhile, successful operation, which limits their usefulness in large-scale 
military offensive operations.121
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Potentially, US diplomatic and deterrence efforts in cyberspace targeting 
Russia have also borne fruit and helped prevent catastrophic attacks on critical 
infrastructure, especially outside Ukrainian territory.122 Moreover, while cyber 
attacks’ relationship to conflict escalation is not clear, Russia might have 
restrained itself because of the potential for a catastrophic attack to escalate 
the conflict beyond what is intended, for example due to the possible cascading 
effects of cyberattacks on NATO allies.123 

Private sector actors have also taken centre stage in Ukraine’s cyber defence. 
Microsoft, for example, is credited with repelling Russian cyberattacks in the 
early stages of the invasion.124 Similarly, Starlink detected a cyberattack on its 
satellites and installed the necessary patches on its systems – thus providing 
Ukraine with continued connection – with a speed that impressed even the 
Pentagon.125 The Ukrainian authorities have been able to rely on a rich network 
of government and private sector actors, both foreign and domestic, to quickly 
identify and respond to cyber threats.126

As mentioned, Ukraine has not only been the victim, but also the perpetrator 
of offensive cyber activity during the conflict. Perhaps of greater interest to 
the study of the future of war than the use and impact – even if limited – of 
cyberattacks in the Ukrainian conflict is the case of the so called “IT Army of 
Ukraine”, as a remarkable example of the growing use of surrogates by state 
and non-state actors in contemporary conflicts.127 Indeed, the early days of 
the conflict saw the Ukrainian minister for digital transformation, Mykhailo 
Fedorov – prompted by tech entrepreneur Yegor Aushev – found the IT Army 
of Ukraine by calling on all hackers, hobbyists and cyber security professionals 
to conduct cyberattacks on Russian targets. This resulted in the creation of a 
Telegram channel with up to 300,000 users – along with smaller sub-channels 
– where targets are posted and operations “coordinated”.128 The actual number 
of active members helping the Ukrainian authorities is likely far below the 
number of users on the Telegram channel, but remains undisclosed. 

According to research by the ETHZ Centre for Security Studies, the IT Army 
has a highly coordinated structure and activities, with a “core team” housed by 
Ukrainian authorities. While a central coordinating body does exist, the IT Army 
maintains a decentralised and diffuse organisational structure. Nonetheless, 
it is the “main hub for Ukraine’s ‘offensive’ response in cyberspace in reaction 
to the Russian invasion”.129 Operations conducted by the IT Army have, for 
example, been the defacing of the Gazprom website and the website of the 
Russian internet service provider serving the Crimean Peninsula, and DDoS 
attacks on Russian rail- and flight-booking services.130 

Other hacking collectives and groups that are not “officially” part of the IT 
Army of Ukraine are also in contact with the latter, and seem to help it with 
attacks. Irrespective of its real-world effectiveness, the IT Army is a perfect 
example of surrogacy: the act of offloading some of the burdens of warfighting 
onto others (individuals, non-state actors, and, increasingly, technologies 
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themselves).131 Surrogacy, however, entails some degree of loss of control, 
especially over escalation dynamics. As Krieg and Rickli argue, the desire of 
a patron to create a degree of dissociation from the surrogate’s action – for 
plausible deniability and discretion – inevitably leads to a loss of direct con-
trol over the surrogate.132 For instance, the involvement of the hacker group 
Anonymous early in the conflict raised fears that its actions could contribute 
to unwanted escalations.133

Ukraine is not alone in the use of surrogates in cyberspace. Russian international 
hacking activity is often attributed to shadowy Kremlin-backed groups such as 
“FancyBear”, which hacked the US Democratic National Committee servers in 
2016, or the “Sandworm” group responsible for the global NotPetya attack that 
originally targeted Ukraine in 2017. 134 The proliferation of non-state hackers 
even led the International Committee of the Red Cross to issue eight rules for 
“civilian hackers” during war and four obligations for states to restrain them.135 

The use of the IT Army and extra-territorial hackers has also helped “spread” 
the front lines of the battlefield to outside Ukraine, blurring legal and nor-
mative lines. For example, if a Ukrainian citizen (or other national) conducts a 
cyberattack disrupting Russian troop communications or infrastructure, or in 
any way affects or reduces – even marginally – Russia’s combat capabilities, 
should they be considered a legitimate target, even in a foreign country?136

All in all, evidence from the conflict shows that we must be more cautious 
and conservative over our predictions regarding the disruptive impact of 
cyberattacks in future conflicts. The assumption that a warring party will 
make use of devastating cyber tools and achieve tangible effects has not been 
entirely substantiated by the war in Ukraine. While the cyber domain remains 
an integral dimension of modern warfare, cyber tools have not shown dramatic 
kinetic impact and are not a silver bullet. Some experts therefore now argue 
that they are indeed not very effective at coercive and destructive action.137 

Instead, it would be better to understand cyber operations as low-intensity 
disruption tools and tools of subversion. Utilised as such, cyber operations can 
contribute to weakening an adversary’s defences and crucial infrastructure 
and undermining the legitimacy and efficacy of government institutions. For 
offensive cyber operations, this requires infiltrating the enemy’s systems well 
before the beginning of hostilities. Thus, one could argue that cyber operations 
can be more active in “pre-war phases”, to gather intelligence and understand 
the enemy’s systems in order to identify vulnerabilities and exploit them later. 

D.	 Information war 
In a globalised conflict, especially one often framed as pitting competing 
world views against each other, promoting one’s own narrative globally has 
become a necessity. Today’s globalised information ecosystem therefore plays 
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a crucial role in any conflict.138 Part of Ukraine’s “success” in slowing down 
Russia’s early advance was its ability to muster international – mainly Western 
– public opinion to its side. President Zelensky capitalised on the narrative 
that depicts this conflict as the fight between democracy and autocracy, and 
made it politically costly for Western leaders to adopt any other political line 
than full support for Ukraine’s war effort.139 While this is not the only reason 
why Western governments are aiding Ukraine’s war efforts, Ukraine’s success 
in the information space has contributed to these governments’ decisions to 
support Ukraine financially and militarily with arms transfers, a vital lifeline 
for Ukraine.140 Winning Western public opinion has also been instrumental in 
mustering support for the sanctions regime aimed at stifling Russia’s economy 
to adversely affect its war effort. 

Actively engaging in the information domain has therefore not only contributed 
to securing the West’s “narrative support” for Ukraine, but also actively impacted 
realities on the ground. Early in the war, Ukraine’s – and particularly President 
Zelensky’s – knack for social media communication relative to the Kremlin’s 
was instrumental in achieving this.141 Ukraine has also done this through a 
concerted, state-sponsored effort. A group of approximately 1,300 “software 
engineers, marketing managers, graphic designers and online ad buyers” called 
StandForUkraine was tasked with mobilising the support of the international 
community against Russia and spreading Ukrainian war propaganda across 
Western outlets and social media platforms.142 The importance for the war 
of narratives in contributing to the support of a military cause is very visible 
now that “Ukraine fatigue” has set in among Western populations and leading 
Western governments, especially the United States, causing them to wind 
down their military support for Kyiv.143

The Kremlin also uses disinformation and propaganda as a tool of war both 
domestically and within its sphere of influence, as well as well as against 
its adversaries. Using its usual playbook, Russia has spread disinformation, 
notably through troll farms and bot accounts, to spread its narrative of the 
war.144 For instance, the state agency tasked with protecting France against 
foreign digital interference, Viginum, recently published a report about a 
Russian disinformation network dubbed “Portal Kombat” comprising at least 
193 sites.145 The network aimed to present Russia’s “special military operation” 
positively, denigrate Ukraine and its leaders in Western countries, and push 
potentially divisive and polarising narratives in Western societies. At home, the 
Kremlin exerts strict control over the Russian information ecosystem, harshly 
stifling dissent and passing new legislation effectively criminalising critique 
of the war.146 It is reported that in 2022 the Kremlin spent US$ 1.9 billion on 
its domestic propaganda.147 In occupied Ukrainian territories it is rerouting 
internet networks to Russia to better control the information space.148 

While many commentators have claimed Ukraine’s unilateral victory on the 
“information war” early in the conflict, this analysis is too narrow and Western-
centric. While it is true that Ukraine managed to gain Western public opinion 
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support very effectively at the beginning of the conflict and that, conversely, 
Russian disinformation efforts were less effective than in other instances 
such as during COVID-19 or the 2016 US elections, in other parts of the world 
Russia’s information efforts were nonetheless very effective.149 

Russian war narratives hit their target in places like China, India, Pakistan, Iran 
or South Africa, where genuine antipathy towards the West creates sympathy 
for Russia’s cause. Here, Moscow sought to paint rising prices and shortages of 
food and gas as a consequence of Western actions.150 The outcomes of the votes 
on the UN resolutions condemning Russia’s invasion of Ukraine and expelling it 
from the Human Rights Council show that about half of the world’s governments 
aligned with Russia or at least did not condemn Moscow’s actions.151 This was 
further aggravated by the escalation of the Israeli-Palestinian conflict, through 
which Russia was able to instrumentalise the inconsistencies felt by much of 
the world regarding the West’s reaction to the conflict.152

While information warfare is nothing new, the tools that are now at a nation’s 
disposal are, and both Ukraine and Russia have made successful use of them. 
Social media has been an important facet of the war, making it the first viral 
interstate war, and a key battleground on which the information war is fought 
at never-before-seen scale, affecting how “war is chronicled, experienced and 
understood”.153 Commercial satellite images have circulated information about 
troop movements, while smart phones have led to a proliferation of direct 
live-feed videos from the front lines.154 

The increasing sophistication of AI-powered social-media algorithms that enable 
and dictate the diffusion of information online has been instrumentalised 
both by Ukraine and Russia. For example, in the first week of the war, videos 
on TikTok with the hashtags #Ukraine and #Russia garnered over 40 billion 
views.155 This trend indicates that social media will increasingly become the 
primary distribution channel through which to wage information warfare. It 
must be noted that this trend started around 2014, with Islamic State’s use 
of social media to garner support for its caliphate.156 The “gaming” of these 
algorithmic dynamics has since become a key requirement of information 
warfare in order to spread narratives of the war, with the help of bots, trolls, 
and volunteers flooding social media channels with content, amplifying the 
reach and breadth of disinformation campaigns. Warring parties can today 
achieve both “granularity” by targeting people most susceptible to be impacted 
by information and scale as information spread globally through the internet. 

E.	 Traditional armaments, tactics and personnel
For all the talk of the futuristic battlefields of the 21st century, Ukraine’s bat-
tlefields share a great deal with the wars of the past. By and large, the conflict 
has been characterised by some age-old aspects of warfare. Planning failures, 
complex logistics, communication difficulties, personnel quality, organisational 



Geneva Paper 34/24

28The War in Ukraine: Reality Check for Emerging Technologies and the Future of Warfare

inefficiencies, the fog of war, declining morale, and substantial material and 
human losses can be all be found in the war in Ukraine. It is therefore useful 
to analyse some of these elements both to show their still-large influence in 
determining the direction of the conflict and their important role in determining 
the impact of the some of the above-mentioned emerging technologies.

Innovation and planning

Technology on its own cannot win a war. It must be integrated into a body 
of doctrines and operational concepts that allow it to be used to maximum 
effect. Russia’s failures during the war’s first year or Ukraine’s failed second 
counter-offensive demonstrate how technology must be integrated with 
tactical innovations.

Russian planning failures seem to have stemmed from a combination of 
confirmation bias exacerbated by the small group of people familiar with the 
plans who relied on several false assumptions, lack of “red teaming”, the failure 
to envision alternatives should the plan fail, and a subsequent incapacity to 
develop a revised course of action157 Russia vastly under-estimated Ukrainian 
defences and capabilities, force mobilisation ability, and the population’s will 
to resist.158 Russia sent 200,000 troops across the border for a country-wide 
operation along four axes and expected to achieve victory in ten days.159 To 
maintain operational surprise and secrecy, orders were only distributed 24 hours 
before the assault, which resulted in troops’ lacking the tactical and operational 
contexts for their operations. In turn, this led to a lack of ammunition, fuel, 
food, maps and properly established communications.160 

It was obvious early on that Russia struggled with combined arms operations, 
failing notably to support its armoured divisions with infantry, resulting in high 
casualty rates among mechanised units of tanks and armoured vehicles that 
were left completely exposed to Ukrainian troops equipped with anti-tank 
weaponry.161 Lack of appropriate air defences and EW countermeasures also 
left columns of armoured vehicles vulnerable to Ukraine’s drones. Operating 
under the assumption that they would not encounter heavy fighting, Russian 
troops behaved and moved around the battlefield (such as in long files on main 
highways) in ways that Ukrainian forces exploited to inflict disproportionate 
damage. Russia’s failure to properly plan for and maintain complex logistics 
presented Ukraine with a key vulnerability to exploit. Ukraine used mobility and 
quickly deployable drones to strike the over-stretched Russian supply lines. 

In essence, these failures created the conditions for Ukraine’s mix of technology, 
innovation and tactics to be most effective. In later stages of the conflict, 
although Russia adapted many of its tactics, drone surveillance and AI-enabled 
targeting and strikes did not replace older, more brutal tactics. For example, 
Russia repeatedly resorted to “meatgrinder offensives” using disposable infantry 
units, often formed from ex-convicts and Wagner PMC personnel, in suicidal 
charges whose sole role was (and still is) to draw fire and reveal Ukrainian 
positions for targeting.162
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In contrast, as seen with the relative failure of Ukraine’s second counter-offensive 
in the fifth phase of the war, no matter the technological and tactical ingenuity 
of Ukraine’s armed forces, dug-in and better prepared, trained and equipped 
Russian forces, which had adapted to the realities of the conflict, negated the 
power of asymmetric advantages gained though cheaper technological means. 
In preparation for Ukraine’s second counter-offensive, and while Wagner forces 
pinned Ukraine in Bakhmut, Russian forces built the “Surovikin line” – named 
after the former commander of the Russian forces in Ukraine, Sergey Surovikin 
– a 130 km defensive line comprising fortifications, trench networks, armoured 
vehicle traps such as “dragon’s teeth”, expansive mine fields, and positions 
manned by experienced troops. In stark contrast to their first offensive, Ukraine 
lost up to 20% of all material committed in the first two weeks of its second 
offensive, most of it Western equipment the country had spent the previous 
year lobbying for.163 In this context, Ukraine quickly abandoned its Western-
style combined arms manoeuvre operation and returned to its earlier tactics, 
prioritising operations through small infantry units.164 While proving less deadly 
for Ukrainian forces, these tactics have also been much slower, and have failed 
to produce the desired breakthrough. 

In this changed tactical environment, where Russia has understood, adapted 
and largely caught up technologically, Ukraine’s early innovation and technol-
ogy-enabled advantages have now largely ended, with Russia gradually closing 
both gaps with Ukraine, and Ukraine’s lead in innovation failing to translate 
into battlefield results beyond the tactical level. 

Traditional armaments, and quantity and quality of personnel 

As of March 2024, Russia has suffered an estimated 200,000-300,000 casual-
ties and has lost around 14,000 pieces of equipment.165 While a more closely 
guarded secret, Ukraine’s loses are similarly staggering, with an estimated 
130,000 casualties and over 5,000 pieces of equipment lost.166 As the war 
becomes more protracted and both sides dig themselves in, the conflict’s 
similarity with those of the 20th century has come into sharper focus. The 
conditions imposed by such attrition has highlighted the importance of stocks 
of ammunition, the quantity and quality of personnel, and the sheer quantities 
of traditional armaments still needed for a successful campaign. 

The use of artillery has perhaps been the most pervasive feature of the conflict, 
demonstrating that it remains an important aspect of modern warfare. At the 
peak of its offensive campaign Russia was firing upwards of 60,000 shells a day, 
with Ukraine firing at most around 7,000 shells daily.167 In 2022 it is estimated 
that Russia fired upwards of 10 to 11 million artillery shells.168 

These rates of fire have meant that Ukraine’s partners, on whom the country is 
now entirely reliant for armaments, have struggled to meet demand. Whereas 
the European Union (EU) promised approximately 1 million rounds in the 
next year in the spring of 2023, by December 2023 only 300,000 shells were 
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delivered.169 To sustain Ukraine’s desired rate of fire, it would need to receive 
over 350,000 shells per month, or over 4 million per year.170 On top of that, 
it would need over 1,800 replacement barrels for artillery pieces per year.171 
However, in February 2023 EU production only stood at around 300,000-400,000 
shells annually.172 

In January 2024 Avdiivka was the first Ukrainian city to fall since Bakhmut in 
May 2023. This is in large part due to Ukraine’s critical lack of ammunition, 
resulting in the need to utilise it sparingly.173 With a quantitative disadvantage 
of five to one, Ukrainian soldiers have had to ignore small groups of Russian 
soldiers and fire only at larger groups.174 

Additionally, even the prevalence of novel strike capabilities such as drones 
has further entrenched, not reduced or replaced, the importance of heavy 
artillery.175 As previously mentioned, drones’ relative limitation in payload and 
ability to concentrate large amounts of firepower has served as a reminder of 
the necessity of heavy artillery.176 In this setting, the impact of drones has been 
the greatest in enhancing, not replacing, artillery, making it more accurate, 
quicker firing and more efficient. However, Ukraine’s efforts to produce over 
100,000 drones a month are likely still motivated by a desire to make up for 
deficiencies in artillery, which has notably worried observers.177 

The centrality of artillery – responsible for over 70% of all casualties in the 
war – has put pressure on the EU, United States and NATO to replenish their 
stocks and ramp up their production.178 Struggling to keep up with its own 
depleting stocks, Russia has, for example, had to turn to North Korea for 
shells.179 More modern and more feared ordnance such as hypersonic missiles 
have had comparatively little impact on the conflict besides their initial “shock 
effect”. While the war marks their first operational use, their presence has 
been more symbolic than useful for Russia. Representing some of the most 
modern weaponry in the Russian arsenal, hypersonic missiles have been used 
sparingly compared to other alternatives such as traditional ballistic missiles 
and Iranian Shahed 136 drones. This points to the fact that much of their more 
destabilising and disruptive effects and some of their capabilities may have 
been exaggerated.180

After artillery, tanks and armoured vehicles remain the most important assets in 
both Ukraine’s and Russia’s offensive and defensive operations.181 As evidenced 
by Ukraine’s lobbying efforts throughout 2023, it is tanks and armoured vehicles, 
besides ammunition, on which it focused. While enhanced – as well as impeded 
– by the pervasive usage of UAVs, Ukraine’s assaults remain spearheaded by 
mine-clearing equipment, tanks, and armoured vehicles, which are themselves 
often destroyed by enemy mines, tanks, and artillery.182 

The failure of the Ukrainian counter-offensive is also not the death knell of 
the tank versus cheaper alternatives such as drone. In fact, the vulnerability 
of armoured vehicles and tanks cannot be wholly attributed to drones alone. 
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Each side’s inability to establish air superiority and the resulting need to 
mount offensives without traditional close air support has vastly increased 
their vulnerability and exacerbated the impact of drones. Focusing on numbers 
only, such as the number of tanks lost by each side, is a poor indication of their 
performance and importance, which are the result of a complex interaction of 
many parameters specific to their operational environment and use.183 Therefore, 
their use and performance in unfavourable conditions (in this case positional 
warfare and the difficulty of conducting combined arms operations) should not 
be the basis to declare any weapons system obsolete.184 These armaments 
remain by far the most important aspect of this conflict, and crucial systems 
in future warfare. 

Furthermore, the quality and quantity of personnel have been a red thread 
throughout the conflict, emphasising that manpower remains a determining 
factor of success in modern warfare. As one expert notes, “the Ukraine War 
demonstrates the primacy of competence over technology”.185 Personnel quality, 
for example, played a key role in both the success and failure of Ukraine’s two 
counter-offensives, respectively. Russia’s poor preparation and the dismal state 
of its troops occupying Ukraine’s north due to poor military leadership were 
key contributors to the success of Ukraine’s first counter-offensive.186 With 
Russia having moved much of its most experienced units south to counter 
Ukraine’s southern thrust and lacking the necessary manpower to man the 
almost 1,600 km front, territory fell at a rapid rate, with Russian troops lacking 
the direction, motivation, and capability to fight back.187 The war’s previous 
phase had sufficiently degraded Russian forces, which were operating at 25% 
capacity in some areas, enabling Ukraine’s mix of technology and tactics to 
have the greatest effect.188 

Furthermore, the quality of personnel permeates through to the use of drones, 
and is one of the most important factors in determining how impactful the use 
of drones is.189 Depending on the quality of the pilot, the success rate of an 
FPV drone flight can vary from 10% to 80%.190 While Russia is slowly catching 
up, in this field Ukraine has a crucial advantage, gained through its concerted 
national efforts to produce high-quality pilots.191 

When facing Russian troops in their 2023 offensive, it was the lack of experience 
and training of Ukraine’s newly formed brigades that showed and contributed 
to the failure of the operation. Ukraine’s units reportedly made mistakes in 
planning, coordinating artillery fire, operating equipment and orientating at 
night.192 Ukrainian planners diluted their forces by focusing on three axes, 
while their US allies urged them to focus on one axis towards Melitopol.193 This 
dilution magnified the essential role played by units and the ability to sustain 
a war of attrition. In terms of units, forces on both sides had few opportunities 
to train at scale, and it is precisely this lack of training and time to prepare that 
has been identified as the foremost reason for the 2023 offensive’s failure.194 
Most troops had never seen combat before, had been given five weeks of 
training, most of which did not focus on complex offensive operations, and had 
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barely the knowledge needed to operate their new Western equipment.195 For 
success, not only was more equipment needed, but also more time to train 
personnel. With heavy attrition rates, a dwindling pool of potential recruits 
and compressed time scales, these will be increasingly difficult to achieve, 
thereby degrading both nations’ combat power. As Watling notes, “the heavy 
attrition of experienced junior officers and trained field-grade staff has limited 
the scale at which offensive action can be synchronised”.196 

As the war stretches into its third year, new rounds of mobilisation are becoming 
a requirement for both nations.197 With casualty rates between 200 and 900 
per day, the capacity to mobilise, train, and deploy combat-capable troops 
and renew materials and ammunition will play the central role in determining 
the direction of the conflict and the outcome of both offensive and defensive 
operations. 
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V.	 What can we learn from this?
Careful analysis of the events of the various phases of the conflict point to 
a key lesson: while the character of warfare is changing, it is doing so at a 
relatively slow pace. Indeed, although new technologies and innovations have 
made their way onto the battlefields of Ukraine, the conflict remains defined by 
some age-old characteristics of warfare. It therefore tells us that our approach 
to studying the future of warfare should be measured and conservative, and 
not based on predictions of vast, rapid, and dramatic changes brought about 
by technological disruption. 

Firstly, drones are increasingly a key feature of conflicts, with some trans-
formative effects. Their high-profile use in Ukraine and the vulnerability of 
mechanised units and infantry to drone attacks are likely to spur the further 
proliferation of these capabilities among the world’s militaries.198 At present, 
drones are enhancing the lethality of modern battlefields and will likely drive 
a shift in how large-scale offensive operations are conducted in the future.199 
Furthermore, the largely commercial and cheap nature of these drones effectively 
accelerates the trend of sourcing civilian technology for military repurposing 
and making them a quintessentially dual-use technology. This, coupled with 
the enlisting of civilian drone hobbyists as operators and “modificators” of 
drones, increases the importance of both civilians and commercial companies 
in the future of drone warfare. 

The proliferation of drone usage in conflict will converge with the increasing 
trend of the autonomy of weapons systems. This will lead to an increased 
presence of systems with a growing array of autonomous functions on future 
battlefields. As seen by the difficulties encountered by efforts focused on the 
international regulation of autonomous weapons systems (through, for instance, 
the UN Governmental Group of Experts in the Area of Lethal Autonomous 
Weapons Systems), the trends towards embedding autonomy in a wider array 
of weapons systems and functions and deploying increasingly autonomous 
weapons systems is very likely to continue. Both Ukraine and Russia already 
claim to be fielding autonomous capabilities. This indicates that in high-in-
tensity conflicts the immediate pressures of the battlefield are stronger than 
the normative and ethical pressures currently holding autonomous weapons 
systems in check. Should both Russia and Ukraine continue to increase the 
autonomy of their weapons systems, with tangible “positive” results and without 
international regulation, efforts towards the development and deployment of 
these capabilities worldwide would greatly accelerate. 

However, as previously shown, drones have proven not to be silver bullet. While 
their presence has been transformational, some of their early impact was a 
function of Russian failures, inefficiencies and strategy as much as the tech-
nology itself. As exemplified by the current needs of both armed forces, drones 
have not reduced the importance of legacy systems such as artillery, armoured 
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vehicles and tanks. As Borsari and Davis aptly note, drones cannot achieve 
the ultimate goal of war: they cannot seize and hold terrain.200 While drones 
have contributed to “freezing” the front line, offsetting Russia’s advantages in 
this war, Ukraine requires more expensive and advanced armaments – and in 
great quantities – not only cheaper technological alternatives.201 Some experts, 
therefore, have held that evidence from recent conflicts does not point to a 
so-called “drone revolution” in warfare.202 They further note that drones have 
not eliminated close combat, and that they can only be effective if they are 
operated by skilled military personnel and integrated with other multilayered 
and conventional systems, once again underlying the importance of doctrinal 
innovation.203 

While these points are relevant, more recent analyses of the use of drones in 
Ukraine shows that a drone revolution is indeed under way, just perhaps not 
of the kind scholars had anticipated. The advantage lies in their small size, 
numbers, low flight profile and low cost.204 However, it must be noted that 
the current cost-effectiveness of drone usage might not remain true for ever. 
Russia is already innovating and investing significantly in drone countermeasures 
and EW capabilities. This will inevitably require drones to be fitted with more 
advanced electronics to evade ever more effective countermeasures. This 
measure/countermeasure dynamic is likely to drive up the cost of drones,205 
which in turn is also likely to further drive increases in drone autonomy to 
effectively operate in communication-deprived environments.206 This will 
eventually reinforce the already emerging desire to operate autonomous drone 
swarms on the battlefield and likely act as a further driver of their eventual 
development, deployment, and proliferation. 

Asymmetric tactics and capabilities in conflict, especially as implemented by 
cheap technological alternatives, have therefore shown both their successes and 
limitations. An important takeaway is that quantities of traditional equipment 
still matter, and disinvesting from traditional aspects of defence, such as tanks 
and heavy artillery, is dangerous. When restraints are removed in high-intensity 
conflicts – especially attritional conflicts – stocks of ammunition, personnel 
and traditional weapons systems remain foundational for victory. Digital means 
to wage war, such as cyberattacks, are now part of modern warfighting and 
will continue to be so. However, their coercive power remains limited, as 
there is little evidence to support their ability to achieve tangible, measurable 
operational effects (especially kinetic effects) to advance military objectives. 
They are perhaps better understood as tools of subversion. As Robinson states, 
in Ukraine “new technologies are being used to supplement and reinforce 
existing ways of waging war, rather than change them”.207 Yet in light of recent 
disruptive developments in AI, such as generative AI and neurotechnologies 
with emerging brain-computer interfaces, it is very likely that subversion will 
increasingly become a tool of modern warfare.208

The age of industrial warfare is not yet behind us, and a solid industrial base 
remains a key element of victory in 21st century warfare.209 The traditional 
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principles of warfare remain vital elements of military victory. The quality of 
personnel; the relevance of doctrinal thinking; the quality of plans; the impor-
tance of morale, motivation, deception, and strategic and tactical surprise; the 
complexity of logistics; and, of course, the fog of war will endure. 

Other emerging technologies and innovations, such as various AI-enabled 
applications, have made sporadic appearances throughout the conflict, but 
have been of limited impact so far. Here, two similar observations can be made. 

Firstly, their very presence is a testament to their military potential and the 
willingness of armed forces to make use of them. AI and other emerging 
technologies, sometimes cheaply and commercially available, are and will be 
militarised.210 Warring parties have shown their appetite to use Deepfakes, 
NLP algorithms and AI-enabled automation of disinformation in conflict. As an 
analytical enabler, AI-enabled data collection, analysis and the networking of 
various information streams will continue to grow in importance. The ability to 
have an AI-generated operational picture of the battlefield has been instrumental 
in helping Ukraine make more efficient use of its lesser resources. AI will surely 
therefore continue to make inroads in the military domain.211 

Secondly, however, the conflict is also emphasising that emerging technologies 
– for now – still have limited effects and importance in determining a war’s out-
come. Emerging technologies will continue their slow and incremental adoption 
alongside traditional armaments, which still dominate the battlefield.212 What 
we are witnessing is the very beginning of a trend that will continue and likely 
increase in the future. For now, however, in most cases emerging technologies’ 
integration into high-intensity conflict remains marginal. Yet the fact that most, 
if not all, of these technologies come from the commercial sector means that 
a country’s technology ecosystem and its successful leveraging for military 
ends will be key to 21st century warfare. In this respect, Ukraine will continue 
to act as a test bed for many AI-driven military technology innovations, while 
developments in science and technology will continue as important drivers of 
global power dynamics.

All in all, the role of emerging technologies cannot be taken out of their context 
and operational environment at the time of their use. Lessons should not be 
drawn only from either the technologies themselves or their presence alone, 
with no consideration for the conditions that allowed their use to maximum 
effects. Determining the role these technologies will have in future wars, 
especially gauging their role in determining battlefield outcomes, is therefore 
not simply a question of which technologies do and will exist, but a function 
of a more complex mix of factors, including their integration into battlefield 
tactics, operational environment conditions or the enemy’s strategy.213 Many 
of the advantages gained through cheaper technological alternatives in Ukraine 
were gained in “permissive” environments. Current battlefield realities show 
that a technological advantage is temporary, and only lasts for as long as the 
enemy has not adapted to it.214 Therefore, perhaps more important than the 
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technologies themselves is the imperative to adapt, where success lies in the 
ability to integrate new systems and technologies into operations and tactics 
and exploit the often-momentary advantage they confer.215 In an era of expo-
nential technological developments,216 the pace of adoption and adaptation 
will only accelerate and require militaries to be ever more agile and reactive. 
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VI.	Conclusion
As one of the most important conflicts since the end of the Cold War, the war 
in Ukraine can provide us with a contemporary example of how the character 
of warfare is changing. It can help us understand the extent to which emerging 
technologies have permeated the military domain and help us gauge their 
impact. All in all, the war has come to confirm many of the trends in the 
modernisation of the battlefield, while showing that even as new technologies 
come to alter the battlefield by introducing new means of warfare and new 
actors and complexifying the conduct of hostilities, many aspects of the 
conduct of warfare remain the same.

Ukraine is best understood as a testing ground for the use of emerging 
technologies in war, ushering in a period where the old and the new start 
to coexist. Emerging technologies have conferred asymmetric advantages, 
introduced more actors to hostilities, and provided cheaper alternatives to 
achieving battlefield effects. Drones have become a pervasive feature of this 
conflict, offering unprecedented battlefield situational awareness and a cheap, 
off-the-shelf strike capability. Because of them, there is nowhere to hide on 
21st century battlefields, increasing their lethality. AI has proven that is has 
begun to make inroads in the military domain, acting as an analytical enabler, 
force multiplier and disruptor, showing that predictions of the militarisation of 
AI are well founded and are likely to increasingly define future battlefields.217 

However, many of the advantages gained through these emerging technologies 
were gained in permissive environments and exacerbated by faulty tactics, 
organisational dysfunction or poor personnel quality. Their impact, therefore, 
cannot be wholly attributed to the characteristics of the technologies them-
selves, but how and when they were used (i.e. under which conditions), and 
needs to be understood as part of its broader context. In non-permissive 
environments, their impact has been much more muted. Technology and 
innovation have often stumbled in the face of an overwhelming quantity of 
traditional armaments and well-executed tactics.

Even as emerging technologies have provided new ways and methods of fighting, 
the conduct of the Ukraine war remains for now largely defined by legacy 
systems such as tanks, artillery, and armoured vehicles. Technology has done 
little to lift the fog of war and has not reduced the importance of the sheer 
quantity of armaments and ammunition needed in modern conflicts, as well 
as the quantity and quality of personnel. Analysis and predictions regarding 
the place of emerging technologies in the future of warfare should not forget 
that in essence warfare is a human affair. Hence, adopting a technology-centric 
view of it that perhaps over-emphasises the results of the technology bonanza 
of the 21st century is giving a skewed version of what war might look like in 
the future. 
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The present conflict should serve as a reminder that war’s enduring nature 
has a bearing on its character. As a contest of wills in which humans inflict 
violence on each other, the place that technology takes in warfare can only 
grow so much. Ukraine’s battlefields show that even as war is undoubtedly 
changing, it’s future will still share much with its past.
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