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STRATEGIC SECURITY ANALYSIS

THE POST-BREXIT EU-UK RELATIONSHIP: AN OPPORTUNITY OR CHALLENGE FOR CYBER SECURITY?

Key Points

e The United Kingdom (UK) officially exited the European Union (EU) on
31 January 2020, nearly four years after a polarising Brexit referendum.
Following extended negotiations on future relations, two key agreements
entered into force on 1 May 2021 containing sections on trade,
cooperation, and security, with the latter including cyber security.

« These new agreements are a positive step towards a new cooperative
model, but questions remain over what type of relationship the EU and
UK will have in reality when it comes to cyber security.

* Three potential pathways for this future relationship are possible, with
each pathway presenting both new opportunities and new challenges for
cyber security. These pathways are as follows:

» a completely autonomous UK, which would encourage home-grown
national security advances, but would discount the view of cyber
security as a collective concern;

 increased international dependence for the UK, which would facilitate
greater collaboration with the wider cyber community, but would
not acknowledge the unique value of regional coordination; and

» the replication of the pre-Brexit EU-UK partnership through the
establishment of new bilateral relations that will preserve the
security relationship, but demote Britain’s former leadership status
within EU agencies and initiatives to that of a third party.

* The most positive outcome would be a relationship in which both the
EU and UK contribute to a professional, transparent and non-political
cooperative model that would build on the recent agreements, while
remaining open to flexible support in the future given the unpredictable
and complex nature of cyber threats.

 If the relationship outcome proves operationally successful, it could be a
potential model for non-EU-member entities also seeking cyber security
cooperation with the EU.
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recognised as a
collective agenda
that requires
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Introduction

The second anniversary of the UK’s formal exit from the EU will occur

on 31 January 2022. Since the 2016 referendum both parties have been
sailing through “uncharted waters” in their negotiations to establish a
constructive post-Brexit relationship in a range of sectors, including
security and intelligence." A significant step towards this was taken on

1 May 2021, when the newly negotiated EU-UK Trade and Cooperation
Agreement and additional Security of Information Agreement came

into force.”? On the surface, these agreements signify the launch and
successful implementation of a new bilateral EU-UK security relationship.
However, when considering the relatively sparse content of these
agreements and recent remarks at the operational level, it is clear that
questions remain over what type of future cyber security relationship will
emerge.

Due to recent increases in cybercrime during the COVID-19 pandemic,
cyber security is widely recognised as a collective agenda that requires
partnerships, cooperation and common norms.’ The UK is a global

cyber leader and the EU is an important regional hub for cyber security
partnerships.” This Strategic Security Analysis (SSA) therefore asks: How
will the EU-UK relationship develop in a future increasingly characterised
by cyber security threats and risks?

There are three possible directions for this relationship. Firstly, a more
digitally autonomous Britain could develop, one where the country “goes
its own way” in terms of cyber security policy and operationalisation.
Secondly, we could see the UK being increasingly dependent on, and have
greater interaction with, other international allies and partners such as
NATO. Finally, new bilateral relations with relevant EU agencies and states
may emerge that could replicate pre-Brexit cyber security dynamics. Each
type of relationship presents both opportunities and challenges for cyber
security.

Following a brief introduction to the EU’s cyber security position, the
UK’s involvement in that position as a former member state, and the
operational changes experienced so far on the Brexit journey, this SSA
will consider what opportunities and challenges each pathway may afford
for cyber security, as well as if each pathway could establish a replicable
framework for other non-EU-member entities seeking cyber security
relations with the EU.
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The EU and cyber security

According to the Lisbon Treaty, security is and will remain a “cornerstone”
of state sovereignty.® This means that, theoretically, EU membership
should make no difference to member state security considerations

or policy. At the time of the Brexit referendum in 2016, Ciaran Martin,
former chief executive officer of the UK’s National Cyber Security Centre,
stated that it was “objectively true” that the majority of Britain’s cyber
functions fell “outside the scope of EU competence”® Accordingly, some
considered the prospect of Brexit impacting Britain’s cyber security as
being insignificant.” There are two reasons why this was not the case.
Firstly, cyber threats are trans- and multinational due to the architecture
of the internet and the world wide web. A cyber incident in one part of
the world can easily affect digital assets in another region. Secondly, it is
evident that as emerging cyber threats became increasingly placed at the
forefront of national security concerns, this priority has also increasingly
integrated itself more into core EU security policy and operations.®

For many years European member states have utilised EU mechanisms

in the cyber security field by supporting the establishment of new
information-sharing platforms, regulatory and legislative frameworks,
operational initiatives, and cyber-specific institutions.? In particular,
regulatory frameworks at the EU-level have been instrumental in ensuring
that all member states endorse strong and unified cyber security
practices. The most significant regulations have been the General Data
Protection Regulation (GDPR) dealing with privacy and data protection; the
EU Security of Networks and Information Systems (NIS) Directive focusing
on cyber resilience across key systems; and the EU Cybersecurity Act,
which aims at strengthening cyber-based EU agencies and establishing a
cyber security certification framework for products and services.”

Five agencies demonstrate the EU’s development as a cyber security
partnership hub: the EU Agency for Network and Information Security
(ENISA), the European Defence Agency (EDA), Europol’s European
Cybercrime Centre (EC3), the Computer Emergency Response Team
(CERT-EU) for EU institutions, agencies and bodies, and the EU Agency
for the Operational Management of Large-Scale IT Systems (eu-LISA).
The increasing focus on cyber security was addressed in the EU’s 2014
Cyber Defence Policy Framework, which called for greater “synergies
with wider EU cyber policies, relevant EU institutions and agencies” and
led to the first four institutions listed above signing a memorandum

of understanding (MoU) in September 2017." The MoU set out a cyber
security cooperation framework that was considered to be “an important
step” towards achieving joint cyber resilience.” This has continually been
built upon, with further MoU’s being adopted to enhance coordination
between EU security agencies. Another agreement between ENISA and
CERT-EU was signed on 15 February 2021" and a cooperative agreement
was established between ENISA and eu-LISA on 8 January 2021 — all
joining together in support of “a more digitally resilient Europe”™

At the operational level, several of these EU agencies have played crucial
roles in ensuring British security, particularly Europol in the fight against
organised crime. According to the UK’s National Crime Agency, the
country frequently used and benefitted from “widespread operational
use of Europol’s analytical and coordination services across all serious
and organised crime threat areas”™” The UK also played a leading role

in Europol, with British director Sir Rob Wainwright holding his position
from 2009 to 2018. There was a strong UK presence in a range of

Europol activities, e.g. involvement in 170 operational meetings in 2019,
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66 of which were led by British representatives.” While few statistics

are available that can quantify member states’ engagement with EU
agencies, based on the EC3 being part of Europol and from remarks at
the operational level, the UK also appears to have both actively benefitted
from and contributed to the EC3’s forensics, strategy and operations.”

This is also the case for ENISA. The UK was considered to be a “strong
lead in Europe on tackling cybercrime”, providing expertise and staff to
support policy, cooperation and capacity-building activities.” Regarding
other EU agencies such as CERT-EU (staffed by IT security experts helping
member states respond to information security and cyber incidents),
eu-LISA (responsible for the operational management of IT systems and
information exchange platforms) and the EDA (focusing on EU defence
initiatives), there has been consistent reference to their contribution to
both national and regional security in Britain.”

As an EU member state, the UK was also compliant with EU-level
regulatory frameworks and supported EU strategy. The EU’s GDPR and

NIS Directive was transposed into UK law in 2018, becoming known as

the Data Protection Act and NIS Regulations and acting as foundational
frameworks for national data privacy and cyber security practices.

The EU’s Cybersecurity Act that came into effect in June 2019 and is

due for full implementation across the EU from June 2021 has had a
limited impact on UK certification frameworks. However, UK legislation
was considered to be a core architectural base for the Act’s initial
development.”® With Sir Julian King also being the European Commissioner
for the Security Union in the period 2016-2019, the UK was closely
involved in the EU’s security agenda and strategy development.” Based

on these contributions, resources and leadership, there was pre-Brexit
optimism that a relationship pathway would be found to ensure the
continuation of these constructive EU-UK exchanges and influences in the
security sector.”

What has changed for UK cyber security
since Brexit?

The UK formally left the EU on 31 January 2020. While this would not
have irreversibly damaged either British or EU-level cyber security

(as a national competence), it was expected to reduce “operational
effectiveness”, require a reallocation of resources, and add further
uncertainty to a range of security and policing areas.” Between January
2020 and May 2021 both sides likely felt these effects, with no formal
cooperative arrangements in place. Instead, various negotiations went
ahead between relevant EU and UK representatives and bodies, which
involved numerous setbacks, unsuccessful proposals and renegotiation
talks before any final agreements were made.*

A significant step towards the new relationship was made with the
resulting Trade and Cooperation Agreement and complementing Security
of Information Agreement, which both entered into force on 1 May 2021.
The new agreements set out how the EU and UK can securely exchange
classified information going forward, providing initial insight into their
future relationship on paper.” The Trade and Cooperation Agreement
includes a section on “Law Enforcement and Judicial Cooperation”, which
essentially confirms that the UK will continue to work with the EU in
combatting crime by retaining access to important critical information
databases and exchange platforms.*® Crucially, the agreement establishes
a working relationship with Europol (including the EC3) and Eurojust,
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the EU’s law enforcement agencies, for information sharing and joint
investigations, operations and prosecutions.”

In the final Trade and Cooperation Agreement there is also a small section
under “Thematic Cooperation” on cyber security. The content is brief,
stating that “the parties shall endeavour to establish a regular dialogue
in order to exchange information” and “where in their mutual interest,
the parties shall cooperate in the field of cyber issues”* Regarding EU
agencies, the agreement explicitly refers to cooperation with CERT-EU
and ENISA, with information exchange being on a “voluntary, timely and
reciprocal basis”* It confirms that the UK may participate in a limited
number of ENISA activities, including capacity building, information
sharing, awareness raising and education, but this is “subject to prior
approval” and there must be an appropriate financial contribution.*® The
I agreements are a step closer to a new cyber security relationship, but
provide few details on operational logistics, with day-to-day arrangements
The agreements still subject to discussions between the EU agencies and relevant UK

national bodies.”
are a Step At the time of writing, the UK has continued to enforce EU cyber security
closer to a new regulations, with national compliance with specific standards also being
: a condition for post-Brexit involvement in some key EU agencies. Notably,
CYbeI: SeCU.I'Ity the UK must comply with the GDPR and the European Convention on
relatlonshlp, but Human Rights in order to work with the EU’s law enforcement agencies
: : (including Europol).”* Despite the UK expressing interest in adapting its

prOVlde feW detalls national cyber security frameworks post-Brexit, this is expected to be a
on Operatlonal longer-term move, one contingent on the extent to which EU regulations
logistics . are currently embedded in national legislation and the uncertainty of what

° will happen regarding security, commerce and EU cooperation if standards
begin to diverge.* As Sir Julian King stated, the agreements enforced on 1
May 2021 have “addressed only some of the serious question about future
security cooperation ... many challenges lie ahead”*

Brexit: opportunity or challenge?

Despite this uncertainty there are three possible relationship pathways for
future EU-UK engagements. This section will consider the opportunities
and challenges for cyber security of each pathway and whether they
could constitute an effective and replicable partnership model for non-EU
entities.

1. An autonomous Britain

a. An opportunity for UK national advancement

Despite cyber security remaining a national competence, following
the 2016 referendum British security dialogue was quick to categorise
the EU’s growing contribution and leadership in the field as moving
at “the speed of a tortoise”, not a “fox™.* With the most prevalent risk
from a state perspective considered as “weak cyber security”, the UK
could have regarded Brexit as a welcome escape from weak networks
and an opportunity to refocus resources and capacities on national
cyber resilience.’® Brexit was also seen as an opportunity to accelerate
national initiatives, particularly those that had previously lacked EU
support. For example, during its membership Britain sought to extend
telecommunication standards in preparation for 5G expansion, with
its preferred “evidence-based approach" going unsupported in EU
discussions.”
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With the signing of the new Security Agreement, it appears that another
step has been taken to establish a more autonomous Britain. Instead of
being part of the EU, the UK will now enter into a cooperative arrangement
with the Union on its own national governance terms. This is not the same
level of engagement the UK once had, with the new terms largely based
on an “overarching mutual self-interest”* At the time of writing, the new
agreements point to a voluntary and transactional arrangement between
two autonomous parties rather than any form of trusting partnership. If
this strategic model is retained, the autonomous capabilities that Britain
has gained through Brexit can be seen as an opportunity that allows

for both the national determination of cyber security practices and
cooperative support when required by both sides. For any non-EU entity,
self-interest will likely constitute a key feature for both itself and the EU in
finding value in a prospective strategic relationship.

b. A challenge for collective cyber security

Increased autonomy may improve national standing, but it can also pose
a challenge if cyber security is considered as a collective risk. Here, the
EU cyber security agencies demonstrate their value and purpose with the
aim of “joining forces” and “putting experiences and the knowledge of all”
together.* Since 2016 the global cyber threat landscape has dramatically
expanded and become more complex. The COVID-19 pandemic has
generated a new era of digitalisation, which in turn has attracted an
unprecedented level of cybercrime and online threats. Conditions like
these, together with increasingly multifaceted and malicious cyber
operations, have forced the world to reassess the boundless nature of
cyber threats and the importance of digital security in everyday — not
just geostrategic — activities.* As global digitalisation accelerates into
the fourth industrial revolution, nations, organisations, and entities are
increasingly coming together in support of shared goals in the areas of
cyber resilience and digital governance. On the political surface, Brexit
undermined this growing drive — and necessity — to collaborate.

Although an initial EU-UK security agreement has been reached with some
reference to cyber security, the difficulties of the Brexit process have not
helped a key aspect of cyber security cooperation in this digital age — that
of trust. In the policy and political sphere, trust and trustworthiness are at
a premium due to the high number of malicious cyber operations currently
being observed, located in or associated with a range of nations.” As the
directors of the four EU institutions emphasised when signing the 2017
MoU, trust and shared responsibility are vital to ensure cyber security.”

In light of the current geopolitical trajectory, a foreseeable challenge for
the UK is that trustworthiness will be a conditional factor for any non-

EU entity to be invited to contribute to or benefit from the EU’s shared
agenda.

2. Increased international dependence

a. An opportunity to strengthen international partnerships

For some in the UK, Brexit was considered an opportunity to strengthen
Britain’s commitment to wider non-European security partnerships.
Notable examples include bilateral relations with the United States (US)
and membership involvement in NATO and intelligence platforms such as
Five Eyes (Australia, Canada, New Zealand, UK and US), Nine Eyes® and
the SIGINT Seniors Europe.* These relationships have been fundamental
to the UK’s security capabilities, with Five Eyes viewed as the UK’s sector-
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leading intelligence alliance securing national resilience to global threats.*
The UK’s active involvement in other international entities, such as the
United Nations and the Organisation for Security and Cooperation in
Europe and the fact that NATO enforces its own cyber security agenda,
provides some explanation as to why the UK has so far been reluctant to
establish a formal agreement with the EU in the area of foreign policy and
international security.®

Instead, these wider security alliances could foreseeably act as the UK’s
key communication channels in its efforts to achieve foreign policy and
security goals, with the cohort of allies also including EU member states.
With the UK’s cyber security strategy also having a heavy international
dimension, the redistribution of commitment and resources to these
broader organisations has been viewed as a way of better supporting
national cyber strategy.” This opportunity, however, risks operationally and
politically impacting on the new cooperative EU-UK relationship: without
each party adding direct value, a strategic relationship based on “mutual
interest” could be rendered useless. Any non-EU entity would need to
consider which international partnerships can best stipulate opportunities
for cyber security and, if the EU can contribute, whether the entity can
also provide equivalent value to the Union. For the UK, if the nation can
leverage its sharing of technical expertise or information to multiple
platforms, it may be able to both strengthen its international partnerships
and maintain a strategic relationship with the EU.

b. A challenge to replicate the multidimensional membership

It is not a foregone conclusion that Brexit would not negatively impact the
dynamics of the UK’s international partnerships. An important element

of Britain’s value within these alliances was its bridging role between

the US and EU. Without this role the UK risks becoming a “second-rate
power”, which would make it not inconceivable that international partners
could turn to other leading countries as their more direct European
intermediaries.** Moreover, with a new US political administration

and NATO’s focus on military strengths, the UK may face unexpected
challenges without an involvement in the full range of EU cyber activities.
A current example of this emerging challenge has been the UK’s loss of
access to information systems under the operational management of
eu-LISA, including the main database for instant operational alerts on the
movement of people and objects, i.e. the Schengen Information System

2, or SIS2.* Although a law enforcement issue, this loss of access has
been considered the biggest “operational gap” affecting security.”® As

a mechanism that also contributes to the prevention and prosecution

of cyber criminals, this has the potential to negatively impact cyber
operations at both the UK and EU levels.

Additionally — and perhaps more significantly — Brexit did not only

entail UK departure from formal cyber security structures, but also

the informal networking that occurs within the wider “jigsaw puzzle”

of the EU’s multidimensional architecture.” These informal channels of
communication can provide secure cross-European exchanges, which
can be inherently valuable in time-critical sectors such as cyber security.
Closer partnerships with international alliances could generate enhanced
security opportunities and a new type of relationship with EU member
states. However, it should not be assumed that these partnerships are
capable of replicating the region-specific and internally secure dynamics
currently operating within the EU. This would also be a challenge for any
non-EU entity, particularly those who may be highly engaged in EU-level
cyber activities but still fall short of Union membership.
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3. Replicated European bilateral relations

a. An opportunity to replicate membership through
bilateral relations

The recent agreements making explicit reference to engagements with
Europol, ENISA and CERT-EU demonstrates the potential for a former EU
member state to replicate some level of operational coordination with

EU agencies through bilateral relations. The UK appears to be aiming for
a similar standing to that of Iceland or Norway, countries that have set
precedents for non-member state involvement in EU-level bodies.** With
the new Security Agreement confirming that parties will only coordinate
“on matters of common interest” and that the UK must be invited to take
part in ENISA and CERT-EU activities, we are yet to see the operational
level of engagement from both sides.® If both parties continue to employ
similar strategies and can demonstrate value added through resources or
intelligence, it is conceivable that Britain could be regularly invited to join
EU-level initiatives in order to increase collective resilience.

In addition to EU agencies, EU member states are free to collaborate on
bilateral and multilateral bases to enhance their national security. In these
instances, cooperation is sought for a specific purpose — when a national
lack of capacity or information exists. European bilateral partnerships

can and do exist in the normal security discourse, as is evident in the

UK’s current engagements with national agencies in France and the
Netherlands, and intelligence exchanges with Germany and Poland.*
Depending on the state of cyber security capabilities in Europe, there may
be opportunities to expand on these European bilateral partnerships in the
immediate future. With the UK expressing direct interest in this model,*
this pathway has the potential to be a beneficial and accessible model for
any non-EU entity to externally replicate informal EU networking channels.

b. A challenge to find value in a “third-party” status

There are, however, legal, political and practical difficulties to establishing
and maintaining these bilateral relations, which could foreseeably become a
much “more fragile, ad hoc and less accountable” process.* Complications
may arise if Britain, over time, decides to adopt new regulatory frameworks,
such as revising privacy and data protection standards that could then
conflict with the EU’s GDPR. These legal divergences constitute one of the
main obstacles for non-EU entities to join EU-level initiatives or build
bilateral state partnerships with countries that firmly endorse pan-European
standards.” Similar challenges will likely be faced in the UK’s future
engagements with the EU. As the UK Metropolitan Police commissioner
stated, post-Brexit cooperation on crime prevention will be “clunkier,
clumsier and more expensive”* The new Security Agreement itself states
that “the Parties shall cooperate as far as reasonably practicable”*
implying that once Britain (and possibly any non-EU entity) diverges from
EU cyber standards, partnerships with EU agencies or member states
could quickly be termed a non-practicable option going forward.

It is also important to consider that the UK’s re-engagement with EU
agencies is now on a third-party basis. The new “secondary position™
significantly changes Britain's former leadership position in EU security

— an influencing role that it does not currently enjoy in the international
US-led alliances. Having lost a platform to lead collective and regional
cyber security practices, the UK may face substantial obstacles in finding
value in a third-party status. In the future, what could be key to attaining
a mutually valuable cooperative model for any third-party entity with the



STRATEGIC SECURITY ANALYSIS

THE POST-BREXIT EU-UK RELATIONSHIP: AN OPPORTUNITY OR CHALLENGE FOR CYBER SECURITY?

Value must

be placed on
collaboration to
tackle shared cyber
threats, the role EU
institutions play

in bringing cyber
security actors
together, and
Britain’s former
contribution to
European security.

EU is flexibility — i.e. remaining open to flexible support in light of the
unpredictable and complex nature of cyber threats. The biggest challenge
to this will be ensuring that both politics and conflicting legal frameworks
do not prevent this strategic pathway from being termed “practical” when
needed.

Conclusion

With multiple post-Brexit pathways that could still be pursued following
the recent adoption of the new security agreements, the EU-UK

cyber security relationship is still evolving. Value must be placed on
collaboration to tackle shared cyber threats, the role EU institutions

play in bringing cyber security actors together, and Britain’s former
contribution to European security. These factors strongly indicate that,
although new opportunities may present themselves, there will likely be
irreversible losses for collective cyber resilience due to Brexit. In order

to work towards a new, valuable relationship model, it is recommended
that both the EU and UK uphold professional, transparent and non-
political security cooperation going forward, whilst remaining open to
flexible operational support in the unpredictable and ever-changing cyber
threat landscape. Ultimately, within an international system affected

by “instability, insecurity and uncertainty”*® it remains to be seen what
opportunities and challenges arise, and if the resulting relationship,
whether based on one specific pathway or a combination of all three,
could constitute an effective EU relationship model for non-EU entities in
the cyber security field.

10
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